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B RE, BEAILE, BERBI

1. BERRRALE
— <17 AI: mongod --auth --port 27017 --dbpath /data/db1l
- BEEXHL
security:
authorization: enabled

2. BIIAH (localhost ) iEHEHOE "HAFAEER"

use admin
db.createUser( {
user: "myUserAdmin", pwd: "abc123",
roles: [ { role: "userAdminAnyDatabase", db: "admin" } ]

})
3. BY "RAFEER" , SIEEMRH

mongo --port 27017 -u "myUserAdmin" -p "abcl123" --authenticationDatabase "admin”

use test
db.createUser( {
user: "myTester", pwd: "xyz123",
roles: [ { role: "readWrite", db: "test" }, { role: "read", db: "reporting” } ] })
1)

4. ERAFPOSER
mongo --port 27017 -u "myTester" -p "xyz123" --authenticationDatabase "test"
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Client Authentication
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X.509 Certificate Based Authentication

x.509BCEIZFE : https://www.mongodb.com/blog/post/secure-mongodb-with-x-509-authentication
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B SHTLS/SSLIIEEHIRENSERTE
1. IEEEIRISAIEXH

openssl req -newkey rsa:2048 -new -x509 -days 365 -nodes -out mongodb-cert.crt -keyout mongodb-cert.key

cat mongodb-cert.key mongodb-cert.crt > mongodb.pem

2. {EASSLE&#=5ImongodaE mongos

41T\ mongod --ssIMode requireSSL --ssIPEMKeyFile /etc/ssl/mongodb.pem
FEEXHAR: net:

ssl:
mode: requireSSL
PEMKeyFile: /etc/ssl/mongodb.pem

3. BEREPIRIAIES Y
openssl req -new -x509 -days 365 -out client-cert.crt -keyout client-cert.key

cat client-cert.key client-cert.crt > client.pem

4. (EHEFmER

mongo --ssl --ssICAFile ./mongodb.pem --ssIPEMKeyFile ./client.pem --ssIPEMKeyPassword yourpassword

. mongo



MongoDBRIZHENE : FHEINE

B MongoDBRMVASTHIFESIREING | INEFBRAWTIEAFEES 2
mongod --enableEncryption --encryptionKeyFile mongodb-keyfile
FEROERISUEFREINIE , ER(FRS LE N TSI TSR

B RERREIESX R E G RS b

W R SRS RO AR

FHEINZFECEIIFE : https://docs.mongodb.com/manual/tutorial/configure-encryption/
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B MongoDB{RVhRSZFHEIFRRTT , Bt s LA T R(E
— #3Eschema (DDL),
- BREZRMW
- ARINESHER
- #E#HRIECRUD

$ mongod --dbpath data/db --auditDestination file --auditFormat JSON --auditPath
data/db/auditlLog. json

B LB “filter” 1EE(RFBERETTHRIE

mongod --dbpath data/db --auditDestination file --auditFilter '{ atype: { $in:
[ "createCollection"”, "dropCollection" ] } }' --auditFormat BSON --auditPath
data/db/auditLog.bson

BIHEE A . https://docs.mongodb.com/manual/tutorial/configure-auditing/

BHINTIEECE : https://docs.mongodb.com/manual/tutorial/configure-audit-filters/
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B MongoDBRIiRSZEELZEINE
W X[Fhttp3E [ : net.http.enabled = False net.http.JSONPEnabled = False
B 78 Rest API #2[1 : net.http.RESTInterfaceEnabled = False
B SIRAYIPHENLE : net.bindlp = 127.0.0.1,172.16.1.154
B FEAREEARF |, miErootiz{TMongoDB
B MongoDBYWEZ L
B MongoDBIRFBAMNZEZZEAREKN E , H=+ElE , AT hERAVPC
B (ERENALETIRO : 27017

BIHEE A . https://docs.mongodb.com/manual/tutorial/configure-auditing/

HiHdEHECE : https://docs.mongodb.com/manual/tutorial/configure-audit-filters/
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MongoDBZ2X1SHiLE

B MongoDBZE£HKEP :
https://www.mongodb.com/collateral/mongodb-security-architecture

B MongoDBZEINEEN LR
https://docs.mongodb.com/manual/security/

B LENEIIFE
https://docs.mongodb.com/manual/administration/security-checklist/

B MongoDBEZ&LZ L :
https://university.mongodb.com/courses/M310/about? ga=1.242843265.269738533.14844
82524
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